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ABSTRACT:  This  paper  presents  a  technical  review  for  enhancing  security  and  reliability  in  the  transmission  of 
information. In this paper Watermarking technique along with Data Compression is being described to improve the 
quality, security and efficiency in the transmission of information. In this paper we provide a measure to remove the 
problem of data redundancy and security by combining the two techniques. Watermarking is an valuable technique being 
invented  to  prevent  any  malicious  use  of  our  data.  Using  Haar  Transform  and  Wavelet  Concept  we  implement 
watermarking code and watermark all the images of our concern. Then by applying the data compression technique we 
transmit our information which is more secure then in raw form. So in this way we are enhancing the data security in 
Multimedia Transmission. 
Keywords: Watermarking, Data Compression, Discrete Wavelet Transform. 
1.  INTRODUCTION 
In  the  area  of  multimedia,  the  security  of  transmitted  information  is  of  major  concern  these  days.  Image 
watermarking refers to embedding watermarks in the image pixels in order to protect the image from illegal copying 
and identify manipulations. During the past two decades there is seen vast development in the field of Watermarking 
and Multimedia coding technology. It has enabled a new generation of audio and video products and services, ranging 
from MP3, VCD, and DVD to Internet video streaming [1]. Also as there is famous quote, “nothing good comes 
without  a  price”:  an  increasing  concern  has  been  raised  lately  about  the  security  of  data  transmitted  through 
Multimedia technology. Different types of watermarking schemes have been proposed for different applications. Note 
that a Digital watermark will not change digital products basic characteristic but only let them hide some inbuilt 
information to prevent them from malicious use. In case of copyright-related applications, the embedded watermark is 
expected to be immune to various kinds of malicious and non-malicious manipulations to some extent, provided that 
the manipulated content is still valuable in terms of commercial significance or acceptable in terms of perceptual 
quality  [2].  Therefore,  watermarking  schemes  for  copyright-related  applications  are  typically  robust  [3].  The 
watermarking techniques have been applied either in the spatial domain [4, 6] or in the frequency domain using 
(Fourier, DCT, DWT, Fractal, etc) transforms [5, 7]. 
Compression is  useful  because  it  helps  reduce  the consumption  of  expensive  resources,  such  as data  
storage device or bandwidth of our link. On the downside, compressed data  must  be  decompressed  to  be  used,  
and  this  extra processing  may  decrease  the  performance  of  some applications.  For instance, a compression  
scheme  for  video may  require  expensive  hardware  for  the  video  to  be decompressed  fast  enough  to  be  
viewed  as  it  is being decompressed  (the  option  of  decompressing  the  video  in  full before  watching  it  may  be  
inconvenient,  and  requires  storage space  for  the  decompressed  video) [8]. Huffman  coding is an algorithm  for  
constructing  efficient  source  codes  for  a Discrete Memoryless Source (DMS) with source symbols that are  not  
equally  probable  [9]. The variable length encoding algorithm was suggested by Huffman in 1952 based on the 
source symbol probabilities P(x),i=1,2,…..L. So we combine the two approaches of Data Compression with the 
Digital Watermarking to increase security of the transmitted information. Steps which we follow in our approach are 
as: 
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Figure 1 Algorithmic Flow in proposed model. 
2.  DATA COMPRESSION 
Compression  is  useful  because  it  helps  reduce  the consumption  of  expensive  resources  as  requirements  
may outstrip  the  anticipated  increase  of  storage  space  and bandwidth  for  data  storage  and  data  transmission.  
On the downside, compressed data must be decompressed to be used, and this extra processing may be detrimental to 
some applications.  An important aspect of Compression is that it relies on the fact that the data is redundant, that till 
some extent it was generated following some rules and that we can learn those rules, and thus predict accurately the 
data. A compressor can reduce the size of a file by deciding which data is more frequent and assigning it less bits than 
to less frequent data. Clearly compression has two parts: one guess which are the most frequent symbols, and other 
which outputs the "decision" of the first one. The two main coders are Huffman variations and arithmetic coding 
variations. In this paper we will basically talk about Huffman Coding. It makes codes with variables lengths. But the 
length must be an integer.  
Huffman code is a source code whose average word length approaches the fundamental limit set by the entropy of 
a discrete memoryless source. The Huffman code is optimum in the  sense  that  no  other  uniquely  decodable  set  of  
code-words has  a  smaller  average  code-word  length  for  a  given  discrete memoryless  source.  The essence of the 
algorithm used to synthesize  the  code  is  to  replace  the  prescribed  set  of  source  
statistics  of  a  discrete memoryless  source  with  a  simpler  one. This reduction process is continued in step-by-
step manner until  we  are  left  with  a  final  set  of  source  statistics (symbols) of only two, for which (0, 1) is an 
optimal code. Huffman was able to design the most efficient compression method of this type: no other mapping of 
individual source symbols to unique strings of bits will produce a smaller average output size when  
the  actual  symbol  frequencies  agree  with  those  used  to  create the  code. Let us implement data compression 
technique here so let us consider “Huffman” as data compression technique and take our input data to be stream of 
bits such as [8]: 
A B E A C A D A B E A….. where 
P (A) =0.45 
P (B) =0.181 
P (E) =0.181 
P (C) =0.09 
P (D) =0.09 
Raw data to be transmitted 
(Bits alongwith Image if any) 
Apply Watermarking 
Concept on Images 
Apply Data Compression on 
the raw text data 
Transmit final coded bit 
stream on the network 529 
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Huffman Coding works in the below given tree order: 
 
So codeword are as:  
A=1 
B=01 
E=000 
C=0010 
D=0011 
Because input stream:   A  B  E  A  C  A D  A  B  E  A .......... 
Compressed stream:  1  01  000  1   0010 1 
0011 1  01  000  1  ........................... 
We are applying the approach that the remainder (no. of bits after compression /4) = 0, if not then we insert 0’s 
at the end of compressed stream, to make each pair of 4 bits. Therefore compressed stream  (after adding 0’s):1010 
0010   0101  0011   1010   0010. 
3.  WATERMARKING CONCEPT 
Watermarking is an important concept finding its roots in present day research. A general definition can be given 
as: “Hiding of a secret message or information within an ordinary message and the extraction of it at its destination”. 
Watermarks have been used to     certify  the  composition of  text  material  being  used,  including the  images  if  any 
used. Today   most  developed  countries  also   watermark  their  paper,   currencies,   and  postage  stamps  to   make  
forgery  more  difficult.   In the copyright protection context, watermarking is used to add a key in the multimedia 
data that authenticates the legal copyright holder and that cannot be manipulated or removed without impairing the 
data in a way that removes any commercial value. On  the  other  hand,  invisible  watermarks  are  used  for  content  
and/or  author identification in order to be able to determine the origin of an image. They can also be used in 
unauthorized image’s copies detection either to prove ownership or to identify a customer. The digitization   of   
our world has expanded the     concept of     watermarking to     include immaterial     digital     impressions for use in    
authenticating ownership claims   and   protecting   proprietary interests [10]. 
Suppose that I is digital image, W is watermark signal, K is key and the processed watermark W’ is defined by 
function F. As the (1):  
                                     W
’= F (I, W, K)                                                                         (1)  
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Figure 2 Watermarking Process 
So the images in our information are watermarked such that we authenticate our data and prevent its misuse. We 
will basically make use of the Discrete Wavelet Transform to implement watermarking in our process.  Wavelets are 
typically a set of non-linear bases. When projecting (or approximating) a function in terms of wavelets, the wavelet 
basis functions is chosen according to the function being approximated. Hence, unlike families of linear bases where 
the  same, static set  of  basis  functions  are  used  for every input  function,  wavelets  employ  a dynamic set  of  basis 
functions that represents the input function in the most efficient way. Thus wavelets are able to provide a great deal of 
compression and are therefore very popular in the fields of image and signal processing. Steps which we perform to 
do watermarking in image are as: 
1.  Convert an image from RGB format to gray scale. 
2.  Calculate size of image in X and Y directions. 
3.  Generate an additive white Gaussian Noise (awgn) of certain SNR value and of some finite signal 
power. 
4.  Calculate the difference between the awgn noise and image pixels and term it as a key. 
5.  Decompose image using Haar Transform and apply 2-D wavelet transform on it. 
6.  Now by applying certain mathematical manipulations we determine the watermark image in which the 
key is being inserted. 
So the results which we got from our Matlab code are visualized as: 
 
Figure 3.Original image in RGB format 
Watermark 
Key  Watermark Data  Embedding System 
Original Data 531 
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Figure 4 Gray converted image compared with watermarked image with certain user specified key added. 
4.  ANALYSES OF RESULTS 
So as we see in the Figure 4. , the image gets watermarked by the key specified by us. However, we can vary the 
key and see the response on our results. The compressed data when mixed with this technique enhances the security 
and efficiency of the system in the multimedia communication. Although we can increase the overall effectiveness of 
the system by using more advanced techniques such as Arithmetic Coding etc. in data compression. So clearly in 
fourth part of Figure 4, we can realize the difference between original and the watermarked image. 
5.  CONCLUSION 
We believe that the approach being described above can be of worth use in enhancing the security and efficiency 
of  the  current  system.  Digital  watermarking  provides  more  options  and  promises  for  multimedia  security 
management. The solutions are more likely to remain application dependent and trade-offs between the conflicting 
requirements of low distortion, high capacity complexity and robustness still have to be made. Before trustworthiness 
can  be  evaluated,  possible  attacks  for  specific  applications  have  to  be  studied  at  the  implementation  stage.  So 
combining the two different yet similar functioning techniques overall system can be improved.  
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